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sources

Sources:

e Community standards and practice (examples cited)

e Digital Preservation Outreach and Education (DPOE)
http://www.digitalpreservation.gov/education/

e Digital Preservation Management (DPM) Workshops
http://dpworkshop.org/

e Examples from MIT Libraries
http://libquides.mit.edu/digitalarchivestools

e http://libraries.mit.edu/sites/digital-archives

NOTE: Tool developers cited individually
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DPOE Management Model

store

ldentify - what digital content do you have?

Select - what portion of that content will be preserved?

Store - what issues are there for long term storage?

Protect - what steps are needed to protect your digital content?
Manage - what provisions are needed for long-term management?
Provide - what considerations are there for long-term access?
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ldentify: How will an inventory help?

O

Good preservation decisions are based on an
understanding of the possible content
to be preserved

The Identify stage addresses:
“what content do | (or will I) have?”

ELIBRARYOF
CONGRESS P Baseline Moc es:. 1aen ., Version .U, Nov 20
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Content Categories

O

Inventories should include all relevant, e.g.:
- Institutional records

Special collections

Scholarly content — licensed and open
Research data

Web content

LIBRARY OF
CONGRESS

.U, NOV 20U
April 12, 2013
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Select: Selection Criteria

O

e Acquisition or collection development policy

e Departmental criteria (priorities, precedents)
e Core record/content types (need no review)

e Research criteria (interests, significance)

e Unigueness (only source)

e Value (historical, evidential, can’t reproduce)
e Preserved elsewhere (avoid duplication)

LIBRARY OF
CONGRESS DPOE Baseline Modules: Select, version 2.0, Nov 2011
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Considerations during Review

O

Stop if or when the answer iIs ‘no’...

1. Content
does the content have value?
does it fit your scope?

2. Technical
IS It feasible for you to preserve the content?
3. Access

IS It possible to make the content available?

LIBRARY OF
CONGRESS DPOE Baseline Modules: Select, version 2.0, Nov 2011
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Documentation

O

Supplement inventory from ldentify

- Descriptions — more granular
Not item level, but enough to specify categories

- Extent

How much content is there/will there be?
- Use

When will content no longer be active?
- Rights

Who owns rights to preserve and disseminate?

LIBRARY OF
CONGRESS DPOE Baseline Modules: Select, version 2.0, Nov 2011
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Store: What are storage needs?

O

Archival Storage manages content as objects

Digital content (files + metadata = object)

- May include any type of content
e.g., Images, text, sound, video, maps

- Requires some identification and description
Captured as metadata

- Needs at least two copies at least two places

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Number of Copies

O

How many copies are enough for you?

Minimum: two (2) copies in two location
Optimum: six (6) copies

Examples of storage factors:
e Video files are too large to store 6 copies
e Possible legal restrictions (e.g., storage locations)
* Types of media used for storing the content

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Storage Media Options
O

e Content (objects) are kept on storage media
e Options include: online, near-line, offline

e Factors for choosing options include
Cost (available resources for preservation)
Quantity (size and number of files)
Expertise (skills required to manage)

Partners (achieving geographic distribution)
Services (outsourcing)

LIBRARY OF
CONGRESS DPOE Baseline Modules: tdentify, version 2.0, Nov 2011
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Storage Considerations

O

 Multiple, geographically distributed copies
e Storage Partners
 Hosted services, e.g.

s

DURACLOUD

This is a service to make it easy for organizations
to use cloud services to manage content over time

LIBRARY O
CONGRESS | P ULE Do ASCHITI c IVIOUOUI cS. 1UCTIUTY, VETSION £.U, NOV ZU 1]
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e Change and loss — accidental and intentional

* Obsolescence — as technology evolves

e Inappropriate access — e.g., confidential data

* Non-compliance — standards and requirements
e Disasters — emergencies of all kinds

Protect: F@)m what?

LIBRARY OF
CONGRESS DPOE Baseline Modules: tdentify, version 2.0, Nov 2011
Presented at NETSL Annual Spring Conference Nancy Y. McGovern and Kari R. Smith April 12, 2013

nancymcg@mit.edu | smithkr@mit.edu




Digital Preservation: A Framework and Some Tools

Everyday Protection

O

e Know where your content is located
Onsite and offsite: online and offline

e Know who can have access to it
DP staff, IT staff, others?

e Manage authentication information
For staff, depositors, users

e Track and review usage then adjust practices
Web use, internal use and activities, maintenance

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Emergency Protection

O

- Engage in ongoing disaster planning
Establish committee and share information
Develop and maintain documents

- |ldentify possible outcomes and prepare
e.g., server goes down, media is damaged

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Manage: Achieve Balance

O

An effective approach will address:

- Organizational — requirements and objectives
- Technological — opportunities and change

- Resources — funding, staff, equipment, etc.
A sustainable program will:

- Align with community standards and practice

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Trusted Digital Repository

A TDR should have these characteristics:

community standards (OAIS Compliance )
commitment (Administrative Responsibility)
management (Organizational Viability)
resources (Financial Sustainability)
Infrastructure (Technological ... Suitability)
protection and control (System Security)
documentation (Procedural Accountability)

LIBRARY OF

CONGRESS
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Planning

O

- Preservation Planning (ongoing)
- Self-assessment (internal process)
- Audit (external review by peers)

Also
- Business Continuity (Protect Module)
- Disaster Planning (Protect Module)

LIBRARY OF
CONGRESS DPOE Baseline Modules: tdentify, version 2.0, Nov 2011
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Provide: Long-term Access

O

Preservation makes long-term access possible...
Preservation VS. Access

proven <. technologies -> cutting edge

accumulate < etadata -> relevant now

access overtime . 5 rho6e -5 access Now

future users <- focus -> current users
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Requirements fO@)roviding content

Content should be delivered to users over time:
e Easily — using current and known technologies
e Coherently — well-documented and presented
e Completely — intact and well-formed

e Correctly — accurately representing deposits

e Reliably — using well-managed technologies

e Consistently — in accordance with policies

e Fairly — with equity and precedent

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Sustainable Access

O

Effective and sustainable DP programs address:

e Value — understand and stress content value
* Roles — identify stakeholders and involve them
* Incentives — identify “carrots” for preserving

|ldentify and address costs across life cycle

See: Blue Ribbon Task Force Report on Sustainable Preservation and Access Report

LIBRARY OF
CONGRESS DPOE Baseline Modules: tdentify, version 2.0, Nov 2011
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DPOE Management Model

store

ldentify - what digital content do you have?

Select - what portion of that content will be preserved?

Store - what issues are there for long term storage?

Protect - what steps are needed to protect your digital content?
Manage - what provisions are needed for long-term management?
Provide - what considerations are there for long-term access?
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P -

-

Collection

€—roles

an open source
dynamic digital repository

DSpace

m Wab-based interface
makes it easy for 3
subrmitter to create an
archival item by depositing
filas. D5pace wae designed
1o handle any format fram
simple text documents to
\ datasets and digital wideo

b
a
S 4
< -
S -
T~ ——

¥ »
; I‘la\r‘a files, also called
hitsfreams, are
organized l“ugether into
related sota. Each bitstream
hiae & tec hcal format and
other techpical information
This techgical information is
kept wiﬁ{ the bitstrearns to
v
,

archive

m Anitem 15 an ‘archival
atom” consisting of

grouped, related content and
associated descriptions
[metadata] An item's exposed
metadata is indexed for
browsing and searching. ltems
are organized into collections
of logically-related material

| updated to
\ current format |

P /' community i the
highest level of the

DSpace content hwrarchy
They correspond to parts
of the organization such
ae departments, labs,
research centersor
schools.

narrative

Curator

Seeol L i
i

P

DSpace’s modular

architecturs
allows for creation of
large, mulbi-disciplinary
repositorias that
ultimately can be
expanded across
nstitutional boundaries.

~ fﬁka”
e

: DSpace s committed to
going beyond reliable file

preseration to offer functional
preservation where files are
kept accessible as technology
formats, media, and paradigms
evolve over ime for as many
types of files as possible.

my The end-user interface
supports browsing and

searching the archives Once an
1em is located, We b-natwve
formeattad files can ba displayed in
a Web browser while other formats
can be downloaded and opened
with & suitable spplication program.

Wisusl Explanation by D)rnarnic Diagrams
wevw, LymamicOyagram s, com

Presented at NETSL Annual Spring Conference

Nancy Y. McGovern and Kari R. Smith

nancymcg@mit.edu

| smithkr@mit.edu

April 12, 2013




Digital Preservation: A Framework and Some Tools

Tools Overview

O

e Often Initiated to solve a specific problem

e Tools plug into workflows and repositories

e Digital Preservation tool developments began with Ingest
e Increasing numbers of open source tools

e Generic tools suffice in some cases

e Status: emerging and evolving rapidly
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Importance of Metadata

O

 How do you know what an object is?
- Metadata uniquely identifies digital objects

« How do you use content in the future?

— Metadata makes digital objects
understandable

 How do you know an object Iis authentic?

— Metadata allows objects to be traced over
time

Metadata enables long-term preservation

LIBRARY OF
CONGRESS DPOE Baseline Modules: Identify, version 2.0, Nov 2011
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Object-level Metadata
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Tasks during transfer/ingest

O

 Virus checking

e |nventory

* File type identification/verification/validation
* Metadata extraction (admin/technical)

e File normalization

 Fixity verification

e Persistent identifiers (assign and manage)
e Arrangement and description
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File Type identification / verification

O

DROID (digital record object identifier)
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File Fixity

O
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Review files for Appraisal and Selection
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Tools: Preservation Planning

O
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Archivematica is
a series of tools in a workflow to produce Archival and

Dissemination @ntent packages

@rchivematica

it d trol
- __ monitor and control a . . . - - = Format Registries

monitor and sync

e W W
MANAGEMENT st 1..* Micro-Service
Web Dashboard Server S-rv-r

Processing Clients

PRODUCER

- ! OAIS ARCHIVAL STORAGE
Digital Curation Success
— wge:"""' Service . —p > Local or
- g —~ = e s
i N Error Storage
Media ‘jﬁ Ve E | Storage
Python FOSS G ' Cloud : y ) m
- : Scripts  tools monitor and sync [ or Grid ] [ LMOGKSS ] geo-redundant
Internal A - . Storage i backup
Network @rchivematica
|
— i ubuntu®
Service OAIS ACCESS e
_ system
Pre-] lngnst Processlng VIRTUAL MACHINE | CONSUMER
VirtualBox, VMware, Xen monitor and sync

alpha version 0.9 in 2013
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. . workflow of tools (SIP to AIP, DIP)
érchivematica.
@mchwemancamshboar h

- & | @ localhost kI &
€) Archivematica &) Ica-AtoM {8 ElasticsearchB...

a rC hive matica Transfer” Ingest Archiva age 4 t Administration demo =~

Standard v fhome/courtney/sampledata-322. » Browse
Transfer uulID Transfer start time
“Z; Tutorial Office Docs 2e054671-1546-4327-bf54-74a005446854  2012-08-21 14:23 © (=

» Micro-service: Characterize and extract metadata
» Micro-service: Clean up hames
» Micro-service: Scan for viruses
» Micro-service: Extract packages
» Micro-service: Quarantine
» Micro-service: Generate METS.xm| document
» Micro-service: Verify transfer checksums
» Micro-service: Assign file UUIDs and checksums
» Micro-service: Include default Transfer processingMCP.xmi
» Micro-service: Rename with transfer UUID
» Micro-service: Verify transfer compliance
» Micro-service: Approve transfer
Job: Approve transfer [7] Completed successfully e
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University of Califor;ia - R —

CDL CDL Microservices

California Digital Liorary

Curation Micro-services About CDL Services and Projects Information Gateways Commi

CDL Home » Services and Projects = UC3 = Curation
[dentity Service

Storage Senice Curation Micro-Services
Fixity Service Micro-services are an approach to digital curation based on devolving curation
function into a set of independent, but interoperable, senvices that embody curation
Feplication Service values and strategies. Since each of the senices is small and self-contained, they
are collectively easier to develop, deploy, maintain, and enhance. Equally as
Inventory Service important, they are more easily replaced when they have outlived their usefulness.
Although the individual services are narrowly scoped, the complex function needed
Characterization Service for effective curation emerges from the strategic combination of individual semvices.
Micro-semnvices provide a curation environment that is comprehensive in scope, yet
Ingest Service flexible with regard to local policies and practices and the inevitability of disruptive
technological change. Micro-services can be deployed in environments in which it
Index Service makes most sense, both technically and administratively. UC3 will use micro-
senices as the basis for its centrally-managed curation activities (for example, the
Search Service Digital Preservation Repository);, micro-senvices can also be operated in local

campus environments either individually or in strategic combinations.

Transformation Service The initial set of micro-services can be grouped into four categories that provide

) ) ) incrementally increasing levels of preservation assurance and curation value. For
Motification Service more information and documentation, see the ~' UC3 Curation wiki.

Annotation Senvice

Common Senices Microservices launched 2010 plus Camp Curate
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Digital Archives Transfer and Ingest Workflow Practices Guidew. 0.4

3. Ingest
Brings the files and associated processing documentation into the physical and
intellectual custody of the archives. These

steps are to be completed after returning to

the archives. README.txt
Use the template provided
File Verification & Summarization ([README_tempiate.txt). Name thefile
o Create a README file for the “README_[transfer no].txt” and save in
aoquisition. the Acquisition Process folder. Do not

o Make all folder(s) in the acquisition save over the template. Transfer the
information from the On-5ite Data

read-only.
Transfer Documentation Form or the
Transfer and Ingest Package Materi a_ls Receipt Form. [See:
o Review the package you have Appendix B:7)
created. V

.
b v ACKO0L » 2012 MTacc & - m

e Include in library = Share with = 3 = Al 8

PeamE ° Bt msdlsed AlfbiA Type
b 20171310 001 1IN EIR P FD Fike Tolder
Sk Falil ek 1MIM2 AP D Fibe Tolder
L Scquiition Proceis 123NN 1P D Fib Terldher
L] m
3 s

Figure 1 Ingest Package

o Withinthe Acguisition Process folder there should be contained at least the
following processing documentation:
= README .t file
o Directory Printer.txt file
o File Hash List .txt (from FTK Imager)
o .xmlfile (from Data Accessigner) OR DROID .tk file
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O

Wrap Up
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Well-managed Collections

O

Well-managed status makes preservation easier

Sample characteristics of well-managed:
e Basic information about each deposit
 Minimal metadata for objects (you define)
e Common (or normalized) file formats
e Controlled and known storage of content
e Multiple copies In at least 2 locations

Source: DPM Workshops
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DP Program Balance
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